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#1/bin/bash

# Set parameters applicable to your renewal conditions

renewln=432000 # Seconds before expiration to attempt renewal
certToWatch=""$1" # The certificate file to watch

renewal Endpoint =""https://opentest.est.edge.dev.globalsign.com:443/.well
-known/est/"" # Your Edge EST URI

key=""$2"" # Private key for the certificate, will not be
rotated

# verify files

([ -f "$certToWatch™ ] && [ -f "$key" 1) |] exit 1

# check if certificate renewal period has been reached or exceeded
openssl x509 -checkend "$renewln' -noout -in "$certToWatch" && exit 1
# Renew the certificate as renewal period has been reached

# Generate a CSR matching the previous certificate parameters

openssl x509 -in cert.pem -x509toreq -signkey "$key" | awk */---/,0" >
"${certToWatch}".csr

# Reenroll for the certificate, sending the old certificate and
converting the new certificate

# to PEM format from pkcs7

curl -s -X POST --data-binary "@%{certToWatch}.csr" --cert
"$certToWatch"” --key "$key" -H "Content-Transfer-Encoding:base64' -H
"Content-Type:application/pkcs10" "${renewalEndpoint}"/simplereenroll |
openssl base64 -d -a | openssl pkcs7 -inform der -print_certs | tail -n
+5 > "${certToWatch}" .new

# Test the new certificate before replacing the old one
openssl x509 -in cert.pem.new -noout -subject || exit 2
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# Pull the CA certs, in case they have been updated since last renewal,
then append them to the new certificate file

curl -s "${renewalEndpoint}'"/cacerts | openssl base64 -d -a | openssl
pkcs7 -inform der -print _certs | tail -n +5 | sed
*/subject\]issuer\|[[:space:]11*$/d" >> "${certToWatch}".new

#replace the old certificate with the new one then clean up
mv "${certToWatch}" . new "$certToWatch"
rm "${certToWatch}".csr
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